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Management System in the Making

TAG-Legal and AGIP to Participate in
IBA 2018 Annual Conference

ROME – Talal Abu-Ghazaleh Legal (TAG-Legal) and Abu-Ghazaleh Intellectual Property
(AGIP), members of Talal Abu-Ghazaleh Organization (TAG-Org) will participate in
the International Bar Association (IBA) 2018 Annual Conference, which will be held
in Rome, Italy, October 7 – 12, 2018.
Ms. Deema Abu-Zuleikha, Senior Legal Counsel and Quality Control Manager of
TAG-Legal, and Ms. Francesca Gesuè, Manager of AGIP office in Italy, will represent
TAG-Org in this year’s event.
The IBA Annual Conference is the central event on the international legal community’s
calendar, the conference presents an unparalleled opportunity to exchange knowledge,
create and renew a global network of colleagues and business contacts.
In order to schedule a meeting with TAG-Legal representative, please contact us at:
dabu-zulekha@tag-legal.com, and to schedule a meeting with AGIP representative,
please contact us at: fgesue@agip.com
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Egypt Cabinet Approves Draft Law
Protecting Personal Data

CAIRO –Minister of Communications
and Information Technology HE Mr. Amr
Talaat announced the Cabinet’s approval of
a draft law aiming to protect personal data,
following the weekly ministers’ meeting.

in the field of database centers and to
establish legally protected data centers.

The Cabinet announced that the law will be
imposed on Egyptians inside the country
and expatriates alike; it will be also enforced
The draft law will be referred to the State on non-Egyptians inside and outside Egypt
Council then the Parliament for approval. as long as the data in question belong to
Talaat said that the law’s executive Egyptian citizens or foreigners staying
regulations will be issued soon.
inside Egypt.
According to official reports, the law protects Violators of the law will be punished by a
citizens’ “fully or partially electronically minimum of one year imprisonment and a
treated personal data.”
fine of not more than LE 1 million ($55,988)
and not less than LE 100,000 ($5,598),
In a press statement following the meeting,
according to a statement released by the
Talaat said that the law prohibits gathering
Cabinet.
or processing individuals’ personal data or
spreading them by any means without the The draft law has been issued upon the
permission of the concerned individuals, president's directives, according to Talaat.
except in cases authorized legally.
It aims to raise the level of data security
inside the country and to organize electronic
Talaat affirmed the country’s keenness to
marketing activities and data transfer,
attract international and regional investments
according to the statement.
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A center for protecting personal data will be
established at the Information Technology
Industry Development Authority, according
to the statement.

The council of ministers then has to send
the draft law to the Parliament with all
researches, attachments, copy of the experts’
opinions and an explanatory memorandum
attached to the draft law.

Workers at the center will be empowered
by law to arrest violators in their field of The Parliament has the right to approve
work. The workers will be appointed by the or reject the draft law introduced by the
minister of justice.
Cabinet. The Parliament then refers the
draft law to the Proposals and Complaints
Committee to prepare a report on it and
Legal steps for draft laws
submit it to the Parliament again.
According to Egyptian legislations,
ministers have to send their draft laws to the
council of ministers before the council sends
it to the Parliament. However, Parliament
members can directly propose draft laws to
the Parliament for approval.

Securing privacy rights

Egyptian law criminalizes activities,
including violations of an individual’s
private life without their permission, and
sentences the violator to prison in case he
Following the approval of the council of
is proven guilty.
ministers on a draft law introduced by a
ministry, this ministry should then coordinate Taking photos of a person in a private place,
with other ministries and related parties to transmitting a conversation in a private place
prepare the draft law in its last form before or overhearing a telephone conversation
without permission may lead to a prison
it is submitted again to the council.
sentence of up to a year, according to
The Cabinet has to send the draft law to
Egypt’s penal code (309 bis, 309 bis A).
the State Council in order for the latter to
send notes about it. The Cabinet usually Moreover, an individual convicted of
sends the State Council’s notes to the Justice blackmailing someone by threatening to
Ministry to know their legal opinion about release their private conversation may face
these notes. However, the Cabinet is not a prison sentence of up to five years.
constitutionally obliged to commit to the
The law also criminalizes the use of modern
State Council’s opinion and notes about
technology to commit such violations
the draft law.
against an individual’s will, and orders
According to the constitution, the State the confiscation of the equipment used,
Council is an independent judicial authority and the subsequent deletion or destruction
specialized in settling various types of of recordings.
disputes, including administrative ones, in
addition to reviewing and phrasing draft
Source: Egypt Today
laws and legislative decisions.
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Qatar Abolishes Exit Permit for
Most Migrants

DOHA - The majority of migrant workers in from their employers to leave the country.
Qatar no longer need permission from their
The Expat Exit Grievance Committee will
employers to leave Qatar, as per a new law
remain in place to accept complaints from
enacted on September 4, 2018.
workers prevented from leaving the country
Law No. 13 of 2018 amends Law No 15 of for any reason.
2015, the ‘landmark’ reforms once hailed
Saudi Arabia remains the only country in the
as the end of the Kafala system. Qatar
GCC to require exit permits for all migrant
initially announced the abolishment of the
workers.
exit permit in 2015, but quickly reinstated
the requirement. The Expat Exit Grievance
Committee was instead established to enable
Other Reforms
migrants to appeal their employer’s rejection
of their exit request.
Qatar announced two more significant
reforms related to its residency regulations.
Law No. 11. 2018 is the region’s first
asylum law, enabling individuals to apply
Employers may request that certain for political asylum.
named employees – up to 5% of their total
Law No. 10 of 2018 states that up to 100
employees – obtain their permission before
expatriates may be granted permanent
exit. Their request must be pre-approved by
residence in Qatar. Previously, no official
the Ministry of Administrative Development
access to permanent residency existed,
and Social Affairs (MADSLA).
though a very limited number of ‘highThe new law only applies to migrant workers status’ migrants have obtained it.
covered under the labor law, meaning that
domestic workers – who are governed by
a separate law – still require permission Source: Migrant-Rights
Exclusions
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Kingdom of Bahrain Publishes
Personal Data Protection Law

MANAMA - The Kingdom of Bahrain
issued Law No. 30 of 2018 on the Personal
Data Protection Law (PDPL) on July 12,
2018. The PDPL will enter into force on
August 1, 2019, giving businesses just under
one year from the date of this article to
prepare for the new regime.

to investigate allegations of violations of
the PDPL either by itself, at the request of
the responsible Minister, or in response to
a complaint.
The Authority can issue orders to stop
violations, including issuing emergency
orders and fines. Civil compensation is
also allowed for any individual who has
incurred damage arising from the processing
of their personal data by the data manager
(often referred to as a “data controller” in
other data protection laws), or violating
the provisions of the PDPL by a business’s
data protection supervisor (often referred
to as a “data protection officer” in other
data protection laws). Finally, the most
concerning feature of this law for businesses
is that the PDPL carries criminal penalties
for violations of certain provisions.

The PDPL will be a paradigm shift for how
business is done in Bahrain. It will provide
individuals with rights in relation to how their
personal data can be collected, processed
and stored. Conversely, it will impose new
obligations on how businesses manage this,
including ensuring that personal data is
processed fairly, that data owners (often
referred to as “data subjects” in other data
protection laws) are notified of when their
personal data is collected and processed and
that data owners can exercise their rights
directly with the businesses.
While the PDPL can be compared to laws
The PDPL also imposes new obligations such as the European Union’s General
upon businesses to ensure that the personal Data Protection Regulation (GDPR), there
data they collect is kept secure.
are important differences that need to be
The PDPL will set up a new authority, considered. Businesses operating in Bahrain
known as the Personal Data Protection that have recently implemented a GDPR
Authority. This Authority has the power compliance program will still need to pay
7
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close attention to these differences and record or any data related to their health or
should be aware of the new obligations in sexual life. Sensitive personal data requires
more rigorous treatment by data managers.
the PDPL.
Hereunder are the main features of this Processing is defined as any operation or set
new law:
of operations carried out on personal data
by automated or non-automated means,
such as collecting, recording, organizing,
Application
classifying in groups, storing, modifying,
amending, retrieving, using or revealing
The PDPL applies to:
• Individuals normally residing or having such data by broadcasting, publishing,
transmitting, making them available to
a workplace in Bahrain
others, integrating, blocking, deleting or
• Businesses with a place of business in destroying them.
Bahrain; and
Like the GDPR, the PDPL requires that
• Individuals not normally residing or having personal data:
a workplace in Bahrain, and businesses not
having a place of business in Bahrain, but • Is processed fairly and legitimately
processing personal data by using means • Is collected for a legitimate, specific and
clear purpose
available in Bahrain, unless the use of
such processing means are solely for the • Is sufficient, relevant and not excessive
purpose of passing data through Bahrain
for the purpose of the data’s collection
without any other purpose.
or for the purpose for which subsequent
processing is carried out
In the last scenario, each business must
appoint a local representative in Bahrain • Is correct and accurate, and subject to
to carry out its obligations and notify the
updates whenever necessary; and
Authority of that appointment. The PDPL
will therefore have extra-territorial effect. • Shall not remain in a form allowing
identification of the data owner after
If an individual or business not in Bahrain
meeting the purpose of its collection or
is processing personal data within Bahrain
for the purpose for which subsequent
through means such as their appointed local
processing is carried out. The PDPL does
representatives, the PDPL would apply.
allow the storage of anonymized data for
a longer time for historical, statistical or
scientific research purposes
Regulation
Personal data is defined as any information
of any form related to an identifiable
individual, or an individual who can be
identified, directly or indirectly, particularly
through their personal identification
number, or one or more of their physical,
physiological, intellectual, cultural or
economic characteristics or social identity.

Processing
Processing of personal data can only occur
with the consent of the data owner, unless
the processing is necessary:
• To implement a contract to which the
data owner is a party

Sensitive personal data is a subset of personal • To take steps at the request of the data
data. It is personal data which reveals,
owner to conclude a contract
directly or indirectly, the individual’s race, • To implement an obligation required by
ethnicity, political or philosophical views,
law, contrary to a contractual obligation
religious beliefs, union affiliation, criminal
or an order from a competent court
8
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• To protect the vital interests of the data
owner; or

informed about the purposes of the
processing of their personal data

• To exercise the legitimate interests of
the data manager or any third party to
whom the data is disclosed, unless this
conflicts with the fundamental rights and
freedoms of the data owner

The data owner has a right to withdraw
consent at any time. The Authority’s Board
of Directors must issue a resolution outlining
these procedures for withdrawing consent
and the data manager’s decision on requests
Processing of sensitive personal data is for withdrawal of consent.
also prohibited without the consent of the
data owner, unless one of the exceptions in Rights of Data Owner
Article 5 of the PDPL applies.
The PDPL introduces several concepts that
However, it is prohibited for data managers data managers will need to become very
to process the following personal data types familiar with. Again, those familiar with
without the prior written authorization of the GDPR will see similarities here with
the Authority:
the GDPR’s data subject rights.
• Automatic processing of sensitive Where the data is collected, directly or indirectly,
personal data of persons who cannot from the data owner, the data manager at the
provide consent
time of registering such data, must notify the

• Automatic processing of biometric data data owner of the following information:
• Automatic processing of genetic data
(except for treatment provided by
physicians and specialists at a licensed
medical establishment, where the
treatment is necessary for purposes of
preventative medicine or diagnostic
medicine, or for the provision of
treatment or healthcare)

• The full name of the data manager, his
field of activity or profession and address
• The purpose for which the data is to be
processed
• Names or categories of the recipients
of the data

• Details about the data owner’s rights in
respect of the data; and
• Automatic processing that entails the
connection of personal data files that are • Whether the data will be used for direct
in the possession of two or more data
marketing
managers that are processing personal This notification is important, because it
data for different purposes; and
alerts data owners of their rights regarding
• Processing that consists of visual recording their personal data. These rights include:
to be used for monitoring purposes
• To be notified of when their data is being
Consent

processed

Like the GDPR, the PDPL has specific • To object to direct marketing
requirements about how consent must be
given. For consent to be valid it must be: • To object to processing that causes harm
or distress to data owner or others
• Issued by an individual of full eligibility
• To object to decisions made based upon
• Written, explicit and clear; and
automated processing; and
• Issued based upon the data owner’s • To rectify, block or erase personal data
free will and consent, after being fully
in certain circumstances
9
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Security
The PDPL requires that data managers
apply technical and organizational measures
capable of protecting the data against
unintentional or unauthorized destruction,
accidental loss, unauthorized alteration,
disclosure or access, or any other form of
processing.
The PDPL requires that the Authority’s Board
of Directors issues a decision specifying the
terms and conditions that the technical and
organizational measures must satisfy. The
decision may require specific activities by
applying special security requirements when
processing personal data.
Data managers must also use data processors
who will provide sufficient guarantees about
applying the technical and organizational
measures that must be adhered to when
processing the data. Data managers must
also take reasonable steps to verify that data
processors comply with these measures.

data manager, or taking preceding
steps at the data owner’s request for
the purpose of concluding the contract
• Executing or concluding a contract
between the data manager and a third
party for the benefit of the data owner
• Protecting the data owner’s vital interests
• Fulfilling a non-contractual obligation
imposed by law, or an order of the court,
public prosecution, an investigating
judge or military prosecution; or
• Preparing, executing or defending a legal
claim
Transfers can also be made with the
permission of the Authority, issued on a
case-by-case basis, if it deems that the data
will be sufficiently protected.
Appointment of Data Protection Supervisor
Data managers may voluntarily appoint a data
protection supervisor. The Authority’s Board
of Directors may also issue a decision requiring
specific categories of data managers to appoint
data protection supervisors. However, in all
instances, the data manager must notify the
Authority of such an appointment within three
days of its occurrence.

Interestingly, there is no mandatory data
breach notification provision in the PDPL
requiring the data managers to notify the
Authority or data owner in the event that
there is a breach of personal data held by
the data manager.
A data protection supervisor must help the
Transfers of Personal Data Outside of data manager in exercising its rights and
fulfilling its obligations prescribed under
Bahrain
the PDPL. The data protection supervisor
Transfers of personal data out of Bahrain also has a number of other roles, including
is prohibited unless the transfer is made to liaising with the Authority, verifying that
a country or region that provides sufficient personal data is processed in accordance with
protection to personal data. Those countries the PDPL, notifying the Authority of any
need to be listed by the Authority and violations of the PDPL that the supervisor
published in the Official Gazette.
becomes aware of and maintaining a register
Data managers can also transfer personal of processing operations that the data
data to countries that are not determined manager must notify the Authority about.
to have sufficient protection of personal The Authority must create a register of data
data where:
protection supervisors. To be accredited as
• The data owner has consented to the a data protection supervisor, an individual
must be registered in that register.
transfer
• The data is from a public register
Orders, Civil, Compensation and Criminal
• The transfer is necessary for: ◦Executing Penalties
a contract between the data owner and
The Authority can issue orders to stop
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violations, including emergency orders and
fines. Civil compensation is also allowed
for any individual who has incurred damage
arising from the processing of their personal
data by the data manager, or arising from
the data protection supervisor’s violation
of the PDPL. Appeals can be made against
decisions of the Authority.

Next Steps

Businesses that have already implemented a
data protection compliance program under
the GDPR may have developed some of
the infrastructure that will apply under
the PDPL; however compliance with the
GDPR will not guarantee compliance with
the PDPL. For example, businesses that are
Finally, the PDPL also carries a range of data managers will need to:
criminal penalties and administrative fines
• Recognize the right of Bahraini data
for violating certain provisions.
owners to object to processing of
Criminal penalties of imprisonment of not
personal data that causes harm or distress
more than one year and/or a fine between
to the data owner or another person (this
BHD 1,000 (circa US$ 2,645) to BHD
is not a data subject right found in the
20,000 (circa US$ 52,910), can be issued
GPDR)
against any individual who:
• Notify the Authority of their processing; and
• Processes sensitive personal data in • Obtain prior written approval of the
Authority to process certain types of
violation of the PDPL
personal data (this is not found in the
• Transfers personal data outside Bahrain
GDPR)
to a country or region in violation of
the PDPL
Finally, the risk of criminal penalties is a
• Processes personal data without notifying risk that is not found in the GDPR (although
the Authority
it is possible that Member States of the
• Fails to notify the Authority of any European Union may have specific laws
change made to the data of which they that may be similar).
have notified the Authority
As a first step, a business will need to
• Processes certain personal data without
determine if its activities mean that it falls
prior authorization from the Authority
within the definitions of data manager. If
• Submits to the Authority or the data
it does, then it will need to determine what
owner false or misleading data to the
sort of personal data it is collecting, from
contrary of what is established in the
records, data or documents available at who, and for what purposes. Data managers
need to ensure that they are collecting and
their disposal
• Withholds from the Authority any data, processing personal data and, in particular,
information, records or documents which sensitive personal data, in accordance with
they should provide to the Authority the PDPL, including notifying the Authority
or enable it to review them in order to of their processing activities, or preparing
perform its missions specified under submissions for permission to process
certain types of personal data.
the PDPL
• Causes to hinder or suspend the work
of the Authority’s inspectors or any
Source: DLA Piper
investigation which the Authority is
Authors: Mohamed Toorani/ Legal
going to make; and/or
• Discloses any data or information which Director - Head of Bahrain Office
he is allowed to have access to due to his
Eamon Holley/ Legal Director
job or which he used for his own benefit or
for the benefit of others unreasonably and
in violation of the provisions of the PDPL
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Ukraine Increases Number of
Judges in IP Court

KIEV - The Ukrainian Supreme Council of Justice has recently approved an increase
in the number of judges in the Intellectual Property (IP) Court from 21 to 30.
The IP Court, the establishment of which was announced as part of the Ukrainian 2016
judicial reform and became imminent in late 2017, was meant to comprise 21 judges.
On July 23, 2018, the Supreme Council of Justice received a request from the head of
the State Judicial Administration of Ukraine to increase the number of judges to 30,
nine of whom would work in the appellate division of the court. The Supreme Council
of Justice approved the request on July 31, 2018.
The increase in the number of judges is likely to improve the quality and efficiency of
IP dispute consideration once the IP Court starts operating, which is expected to happen
once all the judges are recruited.
Yulia Kropivka, PETOŠEVIĆ Ukraine
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Off the Special 301 Watch
List? New Ukrainian Collective
Management System in the Making

After being adopted in May 2018, the longawaited new law “On Efficient Management
of Rights Holders’ Economic Rights in the
Field of Copyright and (or) Related Rights”
entered into force in Ukraine in July 2018.
The law aims to build a more efficient and
transparent collective rights management
system. A powerful stimulus came from
the United States, which has partially
suspended Ukraine from its General System
of Preferences (GSP) and has repeatedly
criticized Ukraine in the Special 301 report
for copyright-related issues including the
nontransparent system governing copyright
collectives responsible for collecting and
distributing royalties to rights holders.
Lately, there have been 19 collective
management organizations (CMOs)
operating in Ukraine with largely
overlapping responsibilities. The new law
intends to reduce the number of CMOs
and put each remaining CMO in charge of
a certain sector and category of copyright
holders. The intention is to keep the CMOs
that cover the widest repertoires and enjoy
an international reputation and the trust of
rights holders.

rate-setting process and the distribution of
royalties. CMOs are now responsible for
creating and administering a register of
rights holders and a register of copyright
and related rights that they manage.
If unable to identify the intended royalty
payment recipient, CMOs will no longer
be able to keep the money but will have
to transfer it to institutions in charge of
Ukraine’s cultural development. It remains
unclear how exactly this will work, but it
is expected that the subsequent bylaws will
clarify certain provisions.
The law has also changed the way copyright
and related rights damages are calculated.
Previously, courts prescribed statutory
damages within the range of Ukraine’s 10
to 50,000 minimum monthly wages and
plaintiffs did not have to prove the amount of
damages suffered but the infringement itself.
In order to implement the provisions of Art.
240(1)(b) of the EU-Ukraine Association
Agreement, the new law replaced the range
with a lump sum, which will be twice the
amount the infringer would have paid if he
had been authorized to use the infringed
right (in cases where no infringement was
intended) or thrice the amount (if the intent
was there).

A key to creating a trustworthy system is
having all CMOs established and managed
by copyright holders, who will oversee Viktoriia Smyrnova and Tatiana Panchenko,
all CMO activities including the royalty PETOŠEVIĆ Ukraine
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Where We Operate

General Administration
Email: taglegal@tag-legal.com

Karachi, Pakistan
Email: asia@tag-legal.com

Abu Dhabi, UAE
Email: abudhabi@tag-legal.com

Khartoum, Sudan
Email: mea@tag-legal.com

Algeria, Algeria
Email: mea@tag-legal.com

Kuwait City, Kuwait
Email: kuwait@tag-legal.com

Amman, Jordan
Email: jordan@tag-legal.com

Manama, Kingdom of Bahrain
Email: bahrain@tag-legal.com

Beirut, Lebanon
Email: lebanon@tag-legal.com

Moscow, Russia
Email: eu@tag-legal.com

Cairo, Egypt
Email: egypt@tag-legal.com

Muscat, Oman
Email: oman@tag-legal.com

Damascus, Syria
Email: syria@tag-legal.com

New Delhi, India
Email: asia@tag-legal.com

Casablanca, Morocco
Email: mea@tag-legal.com

Nicosia, Cyprus
Email: eu@tag-legal.com

Doha, Qatar
Email: qatar@tag-legal.com

Ramallah, Palestine
Email: mea@tag-legal.com

Dubai, UAE
Email: uae@tag-legal.com

Riyadh, KSA
Email: ksa@tag-legal.com

Jebel Ali Free Zone Area, UAE
Email: Jafza@tag-legal.com

Sana’a, Yemen
Email: mea@tag-legal.com

Jeddah, KSA
Email: ksa@tag-legal.com

Shanghai, China
Email: asia@tag-legal.com

Kabul, Afghanistan
Email: asia@tag-legal.com

Tunis, Tunisia
Email: mea@tag-legal.com
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