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Ladies and Gentlemen, Distinguished Guests:

I am really very pleased and honored to have the opportunity to be here today. I have been consciously working for the development of the Arab region for almost three decades. I began my professional life as an accountant and so my initial development interests were in relation to the accounting profession; in fact I am still very active in the development of the Arab accounting profession and remain president of the Arab society of certified accountants (ASCA). As both I, my company and the Arab world progressed, I gradually began to broaden my scope of interest and became involved in management consulting, intellectual property protection, legal services, technology transfer, and many related issues and to develop an appreciation for the interconnectedness of all of these issues; issues that may firm continues to deal with. So although I work in a variety of complex areas they are all complimentary to each other. My basic interest has been the development of Arab professional services both as a business focus and in keeping with my personal and corporate commitment to contributing to Arab development. Over the last several years my interests have led me to two interrelated and ongoing phenomena that e see as central to everything else: globalization and the knowledge economy. Digital communications and the Internet are strong contributors to both of these and provide an added impetus to cope with multilateral liberalization and harmonization issues addressed by such organizations as the WTO and United Nations bodies. E-business straddles all these concepts and offers immense opportunity while forcing a quantum shift in our mentality, in our Arab sensibilities. Yes, we can and should talk about arabization and supporting Arab culture, and there is important and necessary work to do in these areas, which, by the way, my firm TAGI is already contributing to; but the fundamental word is change. The work is changing incredibly fast and we need to change too. Failure to change means failure!

At the recent APEC (Asia-Pacific Economic Cooperation, not OPEC) meeting e-business was a key issue; smaller APEC countries expressed concern that they were missing the e-co.

Reality the most successful countries were not those who started with the biggest advantages, but those that made the advantages they had, by opening their markets and ultimately their societies.” I tend to agree with Mr. Clinton in these. It was not that already have; not they actually the advantages they have. And I think it is time for us to make our own advantages.

E-business can facilitate and expedite the creation of our own self-created competitive advantage. However we must not make the mistake of looking at e-business as a super catalyst, which accelerates positive policy and market initiatives. It is easier to see the e-revalidation in proper perspective since the market fallout in dotcom stock market capitalization. As stock prices dropped reality set in and the result is an adjusted e-business model; instead of the
e-world replacing the old economy we see e-world technology. In retrospect this newly adjusted e-business model should have been obvious, but revolutions by nature tend to be a bit too over excited and, as they say, hindsight is 20/20.

So hopefully we Arabs, watching here from the margins of the world economy, can learn something from the recent developments in dotcom land and benefit. As I see it, the lessons are pretty simple:

· The e-revolution continues and trains central, for economic development and corporate success.

· E- business, e-technology and e-everything cannot replace the physical world; one of the first and painful lessons that dotcom companies learned was that they need warehouses, inventory and effective distribution to sell products. International (and even domestic) e-business is hampered by tariffs, regulations, and various clearance issues (e.g. customs).

· Transportation and delivery are highly important deliver quickly or at a reasonable price)

· Developed financial markets are key to unlocking economic potential (e.g. in America, venture capital and a highly evolved capital market were engines of e-business development)

· The pace of technology development is too fast for governments to keep up with it. Technological regulations need to be avoided to the extent feasible.

· E-business is still business. It has the potential to build (by helping new clients find you faster, easier) and it has the potential to destroy (by helping your customers find better values from your competitors). Be unlikely to become a successful e-business company.

· The e-revolution allows you to become better (e-education, on-line information, instant increases competition and requires you to become better (your clients and competitors have the same information)

Following this line of reasoning, there are two general areas in which we need to focus:

1. We need to facilitate on-line transactions and the functioning of the electronic business environment.

2. We need to develop our real world infrastructure and capacity to profit from the e-opportunity.

To facilitate on-line transactions we need a certain level of security and confidence, just as in the off-line world. The on-line world itself however poses new problems that are somewhat unique to that environment. While forgery, fraud, impersonation, and other identify related crimes are practically as old as mankind, the Internet makes them much easier to commit; switch some numbers and information and you become someone else (or at least someone else thinks so). Misrepresentation and misinformation are some of the most serious problems faced on the Internet. A method of authentication is needed to let everyone know with certainty that they are dealing with. Just as dangerous as someone sending false messages is someone changing data; only one decimal point can make a huge difference. So a say is necessary to assure the data integrity of information sent via the Internet related to the concept of data-integrity is the idea of non-repudiation. If contracts are to take place in cyberspace, it is essential that there be a way to guarantee that people will not falsely deny sending or receiving information or falsely dispute the integrity of such transmission. And of course there must be a way to maintain the confidentiality of transmitted data for both personal and business reasons.

These needs, for authentication, data integrity, non-repudiation and confidentiality are met through two principal technologies, cryptography and biometrics. Cryptography is the science of securing information; this is done primarily through the use of mathematical algorithms. Biometrics is the technology of using bodily characteristics to identify individual people. Of the two technologies, cryptography is older, more widely accepted, and more broadly useful, biometrics on the other hand is a new and growing field, which, some might argue, could one day become as prevalent as PINs (personal identification numbers) and passwords are today in our various daily transactions. The most common biometric is the fingerprint. New ones include retinal scanning, Facial recognition, voice recognition, instant palm print recognition, etc. some ATMs have already introduced retinal scanning in the USA. Use of facial scanning may soon be commonplace by law enforcement and could be used as a commercial identification system. Fingerprint identifiers for the office are already commercially available and Microsoft is scheduled to introduce biometric capabilities into its next generation of operating system.

For all the future shock reality of biometrics, cryptography still is the dominant technology and is useful in establishing the full chain of transaction requirements including authentication, data-integrity, non-repudiation and confidentiality. There are two basic types of cryptography, symmetric cryptography and asymmetric cryptography. Symmetric cryptography is useful to establish confidentiality. Asymmetric cryptography is used to establish identity, data integrity and non-repudiation. How asymmetric cryptography works (in brief) is that a message is coded by use of an algorithm that consists of two keys. One key is used only to encipher the message (the public key), while another is used only to decipher it(the private key). So if you want someone to be able to send you a message securely, you make available your public key with which they encipher their message to you, but they can have confidence that only you will be able to decipher it.

This system of asymmetric cryptography points to the need of some entity to store the public keys of everyone who wants to use such a system. This is what is called a certificate authority. A certificate authority is the authority responsible for storing all the public keys. By utilizing asymmetric cryptography to send messages to the private key holder the sender can be relatively certain that only the private key holder will get the message and with its contents unaltered. An equally important function of the certificate authority is to issue digital certificates to the holders of the private keys. Basically a digital certificate is a form of identification. And it is crucial to electronic business as it is the chief means by which parties to a transaction can have confidence in the identify of the other party and the integrity of the communication. Consequently discussions regarding government regulation or oversight of certificate authorities have been a key focus of business and industry groups.

A related concept is that of digital signatures; a digital signature is a logical hash (mathematical summary) of enciphered information using asymmetric encryption to authenticate. A digital signature can help one accurately identify the creator of the hash and determine whether the original information or hash was tampered with. It is important to distinguish between electronic signatures and digital signatures. And electronic signature can be any letters, numbers, identifying marks. Sounds or other symbols that through electronic means are used by a party to a transaction with the intent to authenticate some writing. Simply clicking on an icon on a computer screen could be considered an electronic signature. A digital signature is an electronic signature but an electronic signature is not necessarily a digital signature.

The issues of certificate authorities, Digital certificates, and electronic and digital certificates are at the heart of the matters Arab governments and business must jointly address in order to facilitate our electronic development. In some parts of the world, particularly where the common law system of government is followed, contracts enacted via electronic means with electronic signatures may be considered valid law (French or roman) tradition, enabling legislation is needed to guarantee the effectiveness of electronic signatures.

What type of policies should we have in these areas? Throughout the world a variety of approaches have been taken. They fall into three general categories: prescriptive, descriptive and enabling. Numerous countries have taken a prescriptive approach, which entails setting up of certification authorities with specific legislative approaches to issues of technology, licensing, liability, and related issues. While the assurance that such a system offers can seem desirable, many other parties have decried this approach as too heavy handed as it may fail to accommodate new and sometimes unforeseen technologies. Remembering that technology has been changing much faster than governments or even businesses have been able to keep up with, it seems that we should try and avoid a prescriptive approach to e-business. This means we may have to resist our own Arab proclivities and learn to cope with greater ambiguity while at the same time accepting it.

A more middle-of-the-road approach is the descriptive. For example, instead of drafting laws requiring licensing of certificate authorities, use of digital certificates, technology standards and so forth, a descriptive approach would mean that we would only describe the criteria that must be met for a given service, technology, etc.

The enabling approach is the most open approach and arguably the best, because it:

· Is less likely to be technologically prejudiced.

· Les likely to interfere with the development of global e-business.

· Uses minimal legislation to allow the use of current laws in cyber space.

Imagine if a technology is required by legislation and though a superior technology is develop0ed, it cannot succeed because of government regulations? This is what enabling legislation is meant to avoid. Most countries in the world have laws that require signatures for various documents. An example of enabling legislation is that which simply allows for the fact that an electronic signature must be recognized as a valid signature if that is the intent of the person making it. It does not try and prescribe how it must be made.

And what about cross-border recognition of digital certificates for international e-business? By its very nature e-business should be global and this is how we hope to maximize the benefits. If every country begins its own prescriptive approach it can become increasingly difficult to achieve international cooperation in this area. Will one jurisdiction be willing to recognize the digital certificates of another? How will disputes be handled in international law? How can international e-trade be facilitated through mutual recognition of other certificates and certificate authorities? What is the extent of liability of the certificate authorities if they make a mistake? There are many issues that need to be worked out. Working them out requires cooperation at the international level and an enabling but not excessively prescriptive approach by government.

In the Arab world we need fast action by our legislative authorities to allow for the legal validity of electronic and digital signatures, the Arab business community needs to work together to assist their governments in doing so. In this regard, I am happy to share with you that numerous initiatives are already underway; at a recent international chamber of commerce (the organization that issues the international trade INCO terms, among other things) conference on electronic business in Muscat held under the patronage of H.E. Mohammad Ben Ali Bin Nasser Al-Alawi, minister of legal affairs, a Arab e-business initiative was made, the MUSCAT DECLARATION! A task force is to be formed made up of the minister of commerce (or their delegates) from all the Arab countries, and with the participation of relevant international organizations. The purpose of this task force is to promote the creation of a knowledge-based Arab participation in global electronic business. Some of the specific issues it will address include:

*Studying the relation of WTO agreements to e-business. For example, it is clear that in the future, it might be desirable to have WTO agreement on mutual recognition of electronic signatures, digital certificates and /or technological alternatives that fulfill the same functions.

· Drafting a model Arab law for electronic and digital signatures. In this regard, I believe it would be wise for us to begin with the UNCITRAL Model Law of Electronic Commerce and to adopt it with whatever adaptations we find necessary and in keeping with current best-practice globally, with the main criteria being to allow Arab inclusion into global systems while there are some technical an strategic decisions for Arab government to make in facilitating e-business through legislation that will allow for legal recognition of electronic and/or digital signatures and guarantees of authentication, data-integrity, non-repudiation and confidentiality in transactions with some measure of clarity as to who bears legal liability, the extent of liability, and how to handle international recognition and disputes, these issues can be addressed relatively easily compared to the challenges in developing the overall real world infrastructure that we need.

Key challenges involve:

· Addressing the digital divide (the need to establish connectivity).

· Providing and enhancing education; we need to educate Arabs with the knowledge they need to use the Internet. In this regard, the Arab knowledge management society (AKMS) is developing an with the new technologies

· Infrastructure (phones, lines, telecommunications equipment)

· Privatization. Privatization (and liberalization) is essential to effectively allow Arab telecommunication organizations to catch up to their better-financed international competitors. Privatization is also necessary to facilitate more expedited responses to changes in underlying technologies.

· Development of modern capital markets and financial instruments.

These are some of the most significant issues we have to cope with in developing policies for successful Arab e-business. Together we can build a successful base for the Arab world to achieve its rightful place in this new era. 

